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Overview 

Å Industrial Control Systems 

ÅNIST Cybersecurity Framework 

Å DoD CIO C&A Transformation 

Å NIST SP 800-53 and SP 800-82 

Å DoD Industrial Control Systems Platform IT 

Å DHS Cybersecurity Evaluation Tool (CSET) 

Å Continuous Monitoring 

Å DHS Interagency Security Committee Converged Systems 

Å SANS ICS 410 Course and GICSP certification 

Å Whole Building Design Guide Cybersecurity Resource page 
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Industrial Control Systems (ICS) 

Industrial Control Systems (ICS) are physical equipment oriented technologies 

and systems that deal with the actual running of plants and equipment, include 

devices that ensure physical system integrity and meet technical constraints, 

and are event-driven and frequently real-time software applications or devices 

with embedded software.  These types of specialized systems are pervasive 

throughout the infrastructure and are required to meet numerous and often 

conflicting safety, performance, security, reliability, and operational 

requirements.  ICSs range from Building Automation Systems (BAS), to critical 

systems such as the electrical power grid, Emergency Management Information 

Systems (EMIS), and Electronic Security Systems (ESS).  

  

Within the controls systems industry, ICS systems are often referred to as 

Operational Technology (OT) systems.  

 

Emerging Terms: Cyber-Physical Systems (CPS), Resilient Interdependent 

Infrastructure Processes and Systems (RIPS) 
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OT Control System Components 

Looks like IT, but configured, operates, and uses different ports and 

services; HMI, AMI, Modbus, BACnet, DNP 3, LonWorks, Fox, Proxibus, etc  
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Operational Technology (OT) 

  Information Technology Operational Technology 

Purpose 

  

Process transactions, 

provide information 

Control or monitor physical 

processes and equipment 

Architecture 

  

Enterprise wide 

infrastructure and 

applications (generic) 

Event-driven, real-time, 

embedded hardware and 

software (custom) 

Interfaces 
GUI, Web browser, terminal 

and keyboard 

Electromechanical, 

sensors, actuators, coded 

displays, hand-held devices 

Ownership 

  
CIO and IT 

Engineers, technicians, 

operators and managers 

Connectivity 

  

Corporate network, IP-

based 

Control networks, hard 

wired twisted pair and IP-

based 

Role Supports people Controls machines 
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The Cyber Threat Against Critical Infrastructure 

Stuxnet - the ballistic missile of CI warfare 

Duqu - malware looks for information that could be useful in attacking 

industrial control systems 

Flame - malware looks for engineering drawings, specifications, and 

other technical details about the systems and records audio, 

screenshots, keyboard activity and network traffic 

Shamoon - destroyed over 30,000 Saudi Armco work stations 

The Shamoon malware has the ability to overwrite the master boot record of a 

computer. Image credit: Securelist 

Bits and bytes can now be used to physically destroy,  

spoof, or disrupt every sector of CI 

http://www.securelist.com/en/blog/208193786/Shamoon_the_Wiper_Copycats_at_Work
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Shodan 

Shodan is to OT IP addresses as is Google is to text search 
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98,000 Internet-Facing ICS Devices 
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Building Automation Systems 

Washington Post - Tridiumôs Niagara Framework: Marvel of connectivity 

illustrates new cyber risks 

 

Researchers Hack Building Control System at Google Australia Office 

Google Australia uses a building management system thatôs built on the 

Tridium Niagara AX platform. Although Tridium has released a patch for the 

system, Googleôs control system was not patched. 

http://www.wired.com/images_blogs/threatlevel/2013/05/Google-Level3-Blueprint.jpg
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DoD ICS Complexity ï Many Systems 

Courtesy of Fred Abbitt USACE 

DoD alone has more than 2.5 million unique ICS systems 
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ICS Vulnerabilities, Patching, Scanning 

Patches, continuous monitoring and scanning can break OT 

Å ICS must typically always 

remain in the ñOnò 

position 

Å Electric grid cannot 

deenergize 

Å Water mains cannot 

depressurize 

Å Cascading failures 

Å Must patch IT OS and 

Vendor OT 

Å Unintended 

consequences; printer 

auto searches for IP 

addresses 

Å Scanning overwhelms 

devices (8 bits); DDOS 

Oh Boy! I 

can print in 

color..what 

is color? 
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Security of IT Versus OT 

SECURITY TOPIC IT OT 

Anti-virus & Mobile Code 

Countermeasures 

Common; Widely Used Uncommon; Difficult to Deploy 

Support Technology Lifetime 3-5 Years Up to 20 Years (or Longer) 

Outsourcing Common; Widely Used Rarely Used 

Application of Patches Regular/Scheduled Slow (Vendor Specific) 

Equipment Refresh Regular/Scheduled Legacy Based; Unsuitable for 

Modern Security 

Time Critical Content Delays are Generally Accepted Critical Due to Safety 

Availability Delays are Generally Accepted 24x7x365 (Continuous) 

Security Awareness Good in Both Private and Public 

Sectors 

Generally Poor Regarding 

Cyber Security 

Security Testing/Audit Scheduled and Mandated Occasional Testing for Outages 

Physical Security Secure Very Good, But Often Remote 

and Unmanned 

There will be new workforce training and education required, new contract 

and procurement language, new assessment and management roles 
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Executive Orders ï CI and Cyber 2013 

Sec. 7. Baseline Framework to Reduce 

Cyber Risk to Critical Infrastructure. (a) 

The Secretary of Commerce shall 

direct the Director of the National Institute 

of Standards and Technology (the 

"Director") to lead the development of a 

framework to reduce cyber risks to critical 

infrastructure (the "Cybersecurity 

Framework").  

The Cybersecurity Framework shall include a set of standards, 

methodologies, procedures, and processes that align policy, business, 

and technological approaches to address cyber risks. 
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NIST Cybersecurity Framework 

http://www.nist.gov/itl/cyberframework.cfm 

http://www.nist.gov/itl/cyberframework.cfm
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NIST Cybersecurity Framework 

http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf 
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Sec. 4. Cybersecurity Information Sharing. (a) It is the policy of the United States 

Government to increase the volume, timeliness, and quality of cyber threat 

information shared with U.S. private sector entities so that these entities may 

better protect and defend themselves against cyber threats. Within 120 days of 

the date of this order, the Attorney General, the Secretary of Homeland Security 

(the "Secretary"), and the Director of National Intelligence shall each issue 

instructions consistent with their authorities and with the requirements of section 

12(c) of this order to ensure the timely production of unclassified reports of 

cyber threats to the U.S. homeland that identify a specific targeted entity. 

The instructions shall address the need to protect intelligence and law 

enforcement sources, methods, operations, and investigations. 

 

(b) The Secretary and the Attorney General, in coordination with the Director of 

National Intelligence, shall establish a process that rapidly disseminates the 

reports produced pursuant to section 4(a) of this order to the targeted entity. Such 

process shall also, consistent with the need to protect national security 

information, include the dissemination of classified reports to critical 

infrastructure entities authorized to receive them. The Secretary and the 

Attorney General, in coordination with the Director of National Intelligence, shall 

establish a system for tracking the production, dissemination, and disposition of 

these reports. 

Executive Order -- Improving Critical Infrastructure 

Cybersecurity Sec 4 
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Installation SOC/BOC/ROC 

Commercial ICS 

 Ops Center 

Building Ops Center (Owned or Lease Space) 

DHS National 

Cybersecurity & 

Communication 

Integration Center 

USCYBERCOM Community Emergency 

 Ops Center 

Cyberattack 

MAJCOM SOC/BOC/ROC 

Classified and Unclassified Reports and Data 

Exists 
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Conceptual Information Sharing 



18 

DoD CIO IT Modernization Plan 2010 


